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* Depending on how much you pay attention tor the next 60m
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The Shared Responsibility Model

AWS does more

You do less

Infrastructure Container Abstract
(laas) GEES) (Saas)

Service configuration

. Your responsibility . AWS' responsibility
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Our goal

Make sure that systems
work as intended and
only as intended

Mistakes &
misconfigurations
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Cloud Adoption Framework
Business People Plattorm Security
— Builds an action plan **

Governance Operations
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AWS Well-Architected Framework

XXX 0/0 o5

Operational Cocurit ~aliabilit Performance Cost
Excellence y y Erficiency Optimization

Helps you make smart trade-oftfs
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Modern Application Design

Secure
Resilient Re-host
Elastic Re-platform
FHodular Re-Tactor
AUfomated Re-invent

Interoperable
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Prescriptive guidance

Checklist of @TODOs
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What happened in your account

+
Who/what made it happen

- Signed audit trail of API calls

- Data source for other key services
- On by default

- Log delivery in ~2-4m but no guarantee
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The Principle of Least Privilege

Grant only those privileges
which are essential to perform
the intended function
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Who are you?
+

What are you allowed to do?

- Managed users and roles
- Assign permissions to policies, users, or roles
- Granular permissions for each service

- Federation with existing directories available
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Works fine
Unmanageable a scale
Not granular enougn

User Permission S3 Bucket
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AWS ldentity and Access Management (IAM)

SEC209
Getting started with AWS ldentity

SEC316
Access control confidence: Grant the right access to

the right things

Website
|JAM Best Practices
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Your own slice of the AWS Cloud

- Controllable routing, IP space, subnetting,
and access control

- VPC Endpoints allows access to AWS services
- AWS PrivatelLink connects to 3rd party Saa$S’
- AWS Direct Connect connects to on-premises
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Make connecting everything easier

- If you have multiple VPCs or will soon,
Transit Gateway is a simpler way to connect

- Simplified advanced network design
- Use VPC Peering at small scale
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VAR @S

Routing table

NACLS

Security Groups

AWS Transit Gateway

EC2 Instance FCZ Instance

What are they saying? IPS
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Running code in the cloud
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Amazon EC2 Amazon ECS AWS Fargate AWS Lambda

Instances Containers + Rost Managed Containers -unctions
- Harden the OS configuration - Code quality is a priority
- Controls like integrity monitoring, - Controls like real-time application

intrusion prevention, anti-malware  protection are key

- Don't patch or login to production - Dependency verification and
validation is critical
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Amazon EC2 Amazon ECS AWS Fargate AWS Lambda

Instances Containers + Rost Managed Containers -unctions

- Fix issues in the build pipeline and redeploy (blue/green)
- Automated controls and verification with security testing
- Builder's workstations are a weak point (opsec is critical!)

- Systems over people
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Structured, accessible data

Amazon DynamobB, Amazon DocumentDB, Amazon RDS, Amazon
Timestream, Amazon Neptune, etc

- Encrypt the data at rest
- Use IAM permissions to restrict access

- Backup everything, all the time, test that
backup regularly
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Structured, accessible data but in files

70N Elastic Block Store, Amazon FSx. Amazon S3
zon Glacier, Amazon File System, etc

T
)
)
Q) Q)

- Encrypt the data at rest
- Use IAM permissions to restrict access

- Use lifecycle strategies to reduce costs and
optimize usage
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Traceability



Verity the history, location,
and application of a specific
data point or action



Traceability



Where did this come from?

Who can access it?
When?



Observability



The ability to infter internal
states from external outputs



Observability



Observability

What's going on?
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Understand the behaviour of distributed
applications

- Provides a cross-service view of your
application

- Helps map out the service usage

- Limited language support but getting better
quickly
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Metrics, events, and logs

- 3 services disguised as one
- Metrics for basic operational health
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Metrics, events, and logs

- 3 services disguised as one
- Metrics for basic operational health
- Logs for system and application events

- Events for AWS account events is an excellent
trigger for automation via AWS Lambda
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CloudWatch  ambda
-vent

Fast lane

Slow lane
Trigger Result

CloudTrail | ambda
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,O Keys To Success

Have 3 plan ............................................................................. C{QUd Ad@p“@ﬂ :rﬁmGWQrk
BU|'.C| Well ............................................................................. W@H—AVChW@Ct@d :rﬁmG\/\/Qrk
SyStemS over pec)ple ........................................ Th@ ﬂght COHUOB & tQQlS

Observe & reaCt ......................................................................................... 3@ V@Haﬂt & Df@CUC@
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